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» Edge/Front-end Computing Concept

» Reference Model of uCloud Cluster
» Cheap & Easy

* Playground for...
* loT-uCloud
« SDN
* NFV

« Automated Operation with SmartX DevOps Tower
« SmartX Provisioning/Visibility/Orchestration/
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K-Cluster Early Prototype:
Hardware Configuration
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K-Cluster Early Prototype: All Software
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K-Cluster Early Prototype: Software for SDN/NFV
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K-Cluster Early Prototype: Software for loT-Cloud
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K-Cluster Early Prototype Demo Scenario Summary

Scenario #1
IO Visor-based Tunnel Monitoring

Scenario #2
Ops Visibility for K-Box & NUCs
via SmartX Agent

Scenario #3
Ops Visibility for RPIs via Kafka
& Automated Deployment

n nede

openstack ] .
i@visor

Tunnel Flows

i

~ DatalLake

kibana
prv
Resource N
Data [8 elasticsearch.
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e 7% 8katka
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Overloa

*  Monitor VXLAN Tunnels inter-
connecting OpenStack Boxes
by using 10 Visor

* 10 Visor VXLAN Monitoring
1. Filter VXLAN packets from all

Packets

2. Save the packet data into
JSON format

3. Visualize VXLAN tunnels on
node.JS

(p+v) Resource Visibility over

OpenStack Cloud
. pResource (NUC Boxes)
. vResource (VMs inside NUC)
Collecting Data
. OpenStack Ceilometer (virtual)
. top, mpstat (physical)
. netstat (physical)
Storing Data
. Elasticsearch
Data Visualization
. Kibana

* Automated service management
with Operation Data

* Service deployment
* Deploying dockerized services
* Operation data monitoring
* Collecting resource status of RPi2
¢ Charting this data in nodejs web server
* Alerting overload for service
management
* Service management
* Scaling for load balancing

K-ONE
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K-Cluster Early Prototype Demo Scenario #1.:
10 Visor-based VXLAN Tunnel Monitoring

K-Box

node® server

openstack™

VXLAN IC
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dst IP

K-ONE

pMNIC

JI VXLAN tunnels
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1. Trace vxlan tunnels of

OpenStack

2. Save the data into

json file

3. Show in web Ul

Tunnel Flows
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K-Cluster Early Prototype Demo Scenario #2:
Ops Visibility for K-Box & NUCs via SmartX Agent
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K-Cluster Early Prototype Demo Scenario #3:
Ops Visibility for Pis via Kafka & Automated Deployment
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Overview - Architecture

@ H-SFC based High Availability @
@ Automated Clustering service for VNF
® Alarm based Monitoring driver

NFV
Orchestrator

= 0 /%
VNF
Manager

----------------------------------------------------------------

.....
e=”
o®
o
o

.g.’..’..v....i ........... N
B N .
s ‘
%Nodei\‘ ................ . "l
S e A 00000000 - o
..... € niiiiiiiiiinini a
SFC1 [ [l

SFCZ, .......... MUIti Site

L4
L d
[ 4
. L d
........
- o

K-ONE #:0PNFV W

S



H-SFC based High Availability

@® H-SFC based High Availability
@ Automated Clustering service for NFVO
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H-SFC based High Availability-Multi domain
SFC Architecture

NFV domain 1
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H-SFC based High Availability-Scenario

P AN

* Decentralized Service Chain

* Avoid single point of failure

* Quick recover at failure (even datacenter failure)

* Easy to migrate service chain

* Service function scaling:
» Scale up/down is easily handle within a NFV domain

 Scale in/out quickly by reusing service chain in other NFV domain

* Load balancing between NFV domain

» “Service chain load balancing” instead of SF load balancing

e Could apply multiple layers of load balancing

K-ONE #:0PNFV W2I°
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Hierarchical SFC

 Allowing an SFC to be
decomposed from a large-scale
network into multiple sites L EE T ——— ————————— — — — — — —

* Each domain is managed by an J|—> cuasszerer (] ser 1
independent SFC manager |

i | suB-DomAIN
© i | CLASSIFIER

* Top-level service function paths ]
carry packets from classifiers .

:
through a series of SFFs and sub- v iy i

domains, with the operations ;
within sub-domains being jptmatnz |
opaque to the higher levels

K-ONE #:0PNFV 10,




Hierarchical SFC benefits

« Enable implementing SFC across a large, geographically dispersed
network comprised of millions of hosts and thousands of network
forwarding elements, involving multiple operational teams (with varying
functional responsibilities)

« Simplify SFC managing and orchestrating by decomposing
complex SFC system in a nested manner

* Simplify the mechanisms of scaling in and scaling out service functions

* All of the complexities of load-balancing among multiple SFs can be handled
within a sub-domain, under control of the classifier

* Allowing the higher-level domain to be oblivious to the existence of multiple SF
instances

K-ONE *:0PNFY 1"

25



H-SFC based High Availability-
Testbed Environment

: Domain 1
|ODL1
1192.168.1.5

K-ONE

Client DPI Server

192.168.2.1 192.168.1.30 192.168.2.2

Classifier 1
192.168.1.10 192.168.1.20

SFF2
192.168.1.50

SFF1 Classifier 2

192.168.1.60

(Sub-domain)
192.168.1.80

e~ W
Sub-domain 1 |
oDL2 Sub-SFF1 :
192.168.1.90 192.168.1.70 :

|
|
|
|
Sub-Classifier |
192.168.1.80 :
|
|
|
|
|
|
|
IDS Firewall |
192.168.1.100 192.168.1.40 :
‘ f
NS o
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H-SFC based High Availability-Testbed
Environment

* Top-domain Chain: Incoming > DPI| - Firewall = Server

* Top-domain path: Client = Classifierl = SFF1 - DPIl -
SFF2 = Firewall (subdomain) = Classifier2 - Server

* Subdomain path: sub-Classifier 2 sub-SFF1 - Firewall

* Scenario:
Sending requests from client (192.168.2.1) to server (192.168.2.2)

Capture and analyze packet at sub-domain ingress, egress, service
function, ...

K-ONE #:0PNFV W1E



Automated Clustering service for NFVO
1 Q| Zms

@ H-SFC based High Availability @ (8§ .
@ Automated Clustering service for NFVO s |

NFV = o | )
Orchestrator Hierarchical SFC
DPI-iFv .f---------------------------------------------------------------:

i o
venager E E openstack”
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Automated Clustering service for NFVO-
Introduction

NFV Orchestrator

2 )
Service
VNF descriptions
Policies :
Events

Virtual network function manager

EMS1
VNF2

Virtualized Infrastructure Openstack: Virtualized Infrastructure manager

EEw

Virtual Virtual
Network Storage

Virtual
Compute

Hypervisor

LT EEE
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Automated Clustering service for NFVO-
architecture

OSS/BSS

Operator

# template file for deploying a cluster of no

profile: VNFM/N FVO

name: test-profile
spec: nova_server.yaml

cluster: E{r){lj;ﬁ:gs Automated Clustering Manager
name: test-cluster
. Actions
capacity: 1 T .
mi.ﬁ- 1 g Trigger event Parser Senlin Driver
. 3 Ceilometer
max: .
policies: Driver
- policyl:

name: test-policy8
spec: scaling_policy.yaml
enable: TRUE
- policy2:
name: test-policy9
spec: deletion_policy.yaml
enable: FALSE .
triggers: Ceilometer
- triggeri:
action:
name: test-actionl
value: CLUSTER_SCALE_OUT
recetverﬂ
name: test-receiveril
- triggerz:
action:
name: test-action2
value:
receiver:
name: test-receiver2

r\'UlVE Tyl I ¥ %@m SV

REST APIs

Trigger




Full Cluster manager

NFV GUI Tosca parser N

Orchestrator
Senlin driver  Tacker driver

VNF |
Manager

Iz E
B8

VIM

Node cluster
(nova server, heat stack,

K-Ol._

Automated Clustering service for NFVO

VNFD
Policies

TOSCA Template

#:0PNFV W,
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Alarm based Monitoring driver

@ H-SFC based High Availability @
@ Automated Clustering service for NFVO
® Alarm based Monitoring driver

NFV
Orchestrator

VNF
Manager
openstack”
%Nodez“ ............. . "'0
SFC1 ﬁ"'l .............. . -.-:‘_. .- ------
:: ...... .@:’,‘w‘. "-\1-1.1.’-‘-"..,?."'."."5".'33& ------ oo
<o - Nodel o
SFCZ,oe Multi Site
Site A
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Alarm based Monitoring driver-Introduction

UC2: Stateful VNF with Redundancy

Failure detection: VNF & NFVI

NFVO
. VM fails
2. VM Service fails

3. VNFC fails

4. NF fails*
5a. VNF detects the failure
6a. VNF fails over

VNFM

7a. NF recovers

5b. NFVI detects the failure P Report ‘ l

6b. NFVIreports to VIM

7b. VIM reports to VNFM
8. VNFM ok to VIM
9. VIM repairs VM

10. VM Service recovers NFVI

FVI's Services .-

VIM

11. VNF repairs VNEC *Steps 1-4 are simultaneous they are separated for clarity
Source: HA Project

K-ONE :0PNFV MWIE




Alarm based Monitoring driver-architecture

Creates alarm

Horizon (GUI)

vdu
creatiol

Ceilometer Openstack

Monitoring driver

Alarm-based

monitoring driver

Triggers alarm

Ceilometer API

Database

/Storage Abstract layer)

F 3

v

-
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Tenant Z

VIM

vRouter

NFVO/ 0ss/ BSS VNFD catalog

cu

NFVO/VNEM/ SFC API

API ~ vRouter - VNF

FW - VNF

vEPC server VNF

f

QDL Controller

Netconfig/ T
Yang

VM

VM VM

Tenant X Network

(compute/network/storage)
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Alarm based Monitoring driver-Pro

Alarm-based

OoDL
Heat driver Ceilometer = Monitoring SFCdriver . htroller VNF1 VNF2 SFF VNF3 VNF4
| driver
- Translate VNF template to HOT I I I ‘
template. - AN \ VNF monitoring \
- VNFD template brings alarm / N
configuration. | VNF_FG: VNF fault
/" -SFC1:SF1-> SF2 > SF4 | —
Creat | -SFC2:SF1-> SF3 > SF4 J P e N
reates S N * N
> 7~ -SFC3:SF2 > SF3 > SF4 |
alarms ‘3 I g / VNF_FG:
- Ceilometer Evaluator N ,~  -SFC1:SF1 > SF2 - SF4

component analyzes alarm
configuration and then
monitors instances.

- SFC 2: SF1 > SF3* > SF4
-~ -SFC3:SF2 > SF3* > SF4\  /

- Report | B i
Triggers alarm| -
Detect
VNF
Report
Detect how many
SFCs are affected.
Algorithm implementation based on
metrics: load, latency,...
’ ! Get VNF |
Ex: find VNF which has the lowest —— poo
load.
_ VNF Creation Send _
VNF candidates
Replacemgnt

K-ONE $:0PMFV W1,
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Alarm based Monitoring driver-VNFD

template_name:

template_name: sample-vnfd-cms
description: demo-example

service_properties:
Id: sample-vnfd
vendor: tacker
version: 1

vdus:
vdul:
id: vdul
vm_image: cirros-0.3.4-x86_64-uec
instance_type: mil.tiny

network_interfaces:
management:
network: net_mgmt
management: true
pkt_in:
network: net®
pkt_out:
network: netl

placement_policy:

availability_zone: nova
o e
auto-scaling: noop 1
monitoring_policy: :
cpu_util: :
monitoring params: 1
statistic: avg :
1
1
1
1
1
1
1
1

\

period: 666
evaluation_periods: 1
threshold: 15
actions:
failure_policy: scale-down
config:
param@: keye@
parami keyl

KOIUE Load use case

o —

description: demo-example

service_properties:

vd

o

Id:
vend
vers

us:

sample-vnfd
or: tacker
ion: 1

vdul:

id:
vm_

in

ne

pl

au
mo

co

vdul
stance_type: ml.tiny

twork_interfaces:
management:
network: net_mgmt
management: true
pkt_in:
network: net®
pkt_out:
network: netl

acement_policy:

availability_zone: nova

5 -

to-scaling: noop
nitoring_policy:
cpu_util:
monitoring_params:
statistic: avg
period: 66

evaluation_periods:

threshold: 5@
actions:

failure_policy: scale-up

N —————————————— -

nfig:
param@: key®
paraml: keyl

sample-vnfd-cms

1

image: cirros-9©.3.4-x86_64-uec

N o

Light Load use casegpnpy M

SN

H

Z=AICHEr
4

i
i
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NFV & Legacy Network Functions

e Virtualized Network Function (VNF) and legacy
Physical Network Function (PNF) must co-exist

* VNFs can be dynamically provisioned, started,
paused, stopped, in real-time whereas the
management procedures over PNFs are much more
limited and static

* Integrated resource management / Integrated
construction of service chains must be developed

* Different features of VNF/PNF must be considered

2 KOREA 5,

UNIVERSITY
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[K-ONE OPNFV #2] Task Overview (1/2)

« = H: Virtualized Network Function (VNF)2} 7| Z=2| Physical Network
Function (PNF)2| ARl 2 S X o 2 #t2|/2 85t Forwarding

Graph

- ls
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[K-ONE OPNFV #2] Task Overview (2/2)

Resource poolin IFG Multi-site Multi-site IFG
/schedL?Iin : IFG Creationi#} Fault/Anomaly resource Creation
& Detection/Action pooling /Management
VNEF/PNF7} EXE |-
g0 Mol S . ; R : — )
R R T 1 T b R .' .} | WEPNFEE
FGMM 7570 | | Tacker | 1 SFC il VNF-FG iiPrediction ... i Multisite | | xta1 2|75
[1—3*" IE'E] I\ ____________ 'I \ I\ ____________ II I\ ____________ ! . / . } | ';'é[FG :ll‘g-""_"r_l'ﬂ
o - . 7152 2E| Mol
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7| sk Eg]
Multi-site
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Service Function Chaining
uopenstack'"

Service function

Network function is offered.
SFC Prqu (Ex: trafficanalysis, firewall,
Tagremovaland giving_-. video optimizer)

When adifferenttagis given,
the chainroute is different.

Classifier
Tagis givento every
flow.

Forwarder (SFF) \ ! :

”

Destinationis determined by, a tag:"

* OPEN

*:0PNFV

Controller
Setting of tag and route

Picture by NTT

)
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J
f
J
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Service Function Scheduler

* SFC components
e The Service Function Chain (SFC) defines an ordered set of
Service Function (SF) types
* e.g., [FW -> NAT -> DPI]
* The Service Function Path (SFP) defines the specific SF and
SFF instances defined in a SFC
* e.g., [FW_1-> NAT 2 ->DPI_1]

e SF Scheduler (i.e., SF Selection Algorithm)

e Select SF instances to be included in the SFP
* mapping from SFC to SFP

* Responsible for distributing loads of SF instances while
minimizing the length of SFP

2 KOREA

UNIVERSITY

K-ONE




SF Scheduler in OPNFV/ODL SFC (1/2)

@ SFC (Abstract SF
Types)

ODL Controller
@) SFC->SFP
Data Store SFC Module o

v Scheduler
D

Resource
Utilization
Info.

Abstracted SFC @) Render SFP (RSP)
Topology Info.
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SF Scheduler in OPNFV/ODL SFC (2/2)

e The SFC project in OPNFV/ODL provides several SF schedulers
* Too naive to be used

* Proposed/Implemented Load/Path-Aware SF Scheduler
* Fairly distributes loads of SF instances while limiting the length of SFP

K-ONE

* OPEN

Other Rest Calls

SF Scheduler

Random SF
Scheduler

*:0PNFV

Command Line Tools

RESTConf Northbound SFC API

Round-Robin
Scheduler

Service Function Path (or Rendered Service Path)

MD-SAL Datastore

Load-Balance
Scheduler

Shortest-Path
Scheduler

Load/Path-

Aware
Scheduler




Existing SF Scheduler

e Random Scheduler
« 0% sk typeO CH$t candidate QIAEIAE = QOO QIAHAE MEH
* Round Robin Scheduler
« 2|9 sk typeOf| Cit Of @ Z 0L CHE SF instance S 41 B
e Load Balancing Scheduler
« SFtypeOf CHSt Candidate Y AEHA S & 7 22 CPU Utilization= %= SF
OIAHAS MEH
* Shortest Path Scheduler
« 0Tl chainQ| A HRY SF typeOf| CHSHA = RO| = MEH
« 10|20|= O|M0f| MEHE| sp OIAEIAZHE| B = Candidate

QIAHASZIO KT E = L0[E AlMoto] A S 7t8 #2 202 4=
Ol AE{AE AEH
_—_—= L= "1
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Load/Path-Aware SF Scheduler

= 573 21t (cPUu AFEZHE 7|BIC 2 B}
S A 0f| 212 S}=SF SchedulerE 110t
A

. Pathl| Z0| X|stS Atgtof| 2 XMoo g MM Jts

o

TH: OlﬁoﬂﬁE—'.*EJSFO._l HAZEH S0 dEE sk QI A B ATEX] 2

1. KW sk TypeOf CHSHA{= cPU UtilizationO| 72 &

o X
2. Chain L 2= SFType=2| QIAHAZSO| A™E Y 7
A.  FTO{Z sF1yped CH Bt candidate QIAEHA S &, O 0f MEHLE
QIAEAQO] HO|7FL_THELCIAH™ Candldate 2o A M 2

B. X =l candidate © Ol A Z[A CPU Utilizationg &= ?

Exl_l_l

— T|o
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Test Environment (1/2)

e Load/Path-Aware SF Scheduler®| CHSHY Junit

HAE 789 Vs d5= ddY

e JUnit2 2 EErY E1 AEE Qo T AUAJMIAE B E
OobL OSGl Bundle2 JUnit HIAE A EE 24510

AE A|LE| 2

« JUnit HIAE ZE MO|SFSFFE2 14 E
EZEXE T4

e XN| @t SFScheduler| L TH 4f=
=0 X SFcOf| CH&H Of & A| sFp

. |
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Test Environment (2/2)

e Chain
— [FW -> DPI -> NAT]
e CPU Utilization

Type FW DP| NAT
SF Instance / FW1/70% DPI1/90 % NAT1/90 %
CPU Utilization FW 2 /80 % DPI12 /80 % NAT 2 / 80 %
FW 3 /90 % DPI3/70 % NAT 3 /85 %
* Topology
SFF1 SFF2 SFF3
FW 1 DPI 1 NAT 1 FW 2 DPI 2 NAT 2 FW 3 DPI 3 NAT 3
CPU: 70% CPU: 90% CPU: 90% CPU: 80% CPU: 80% CPU: 80% CPU: 90% CPU: 70% CPU: 85%
] R3TTY




Test Topology Generation Log

Add ServiceFunction: SfName [_walue=simple_fw_1]
Add ServiceFunction: SfName [_value=simple_fw_2]
Add ServiceFunction: SfName [_value=simple_fw_3]
Add ServiceFunction: SfName [_wvalue=simple_dpi_1]
Add ServiceFunction: SfName [_wvalue=simple_dpi_2]
Add ServiceFunction: SfName [_wvalue=simple_dpi_3]

Add ServiceFunction: SfName [_walue=simple_nat_1] Create SFS and SFFS
Add ServiceFunction: SfName [_value=simple_nat_2]
Add ServiceFunction: SfName [_value=simple_nat_3]
Add ServiceFunctionForwarder: SffMame [_walue=SFF1]
Add ServiceFunctionForwarder: SffName [_wvalue=5FF3]
Add ServiceFunctionForwarder: SffMame [_wvalue=5FF2]
Add SFF-to-SFF edge: SffName [_value=SFF1] == SffName [_value=SFF2]

Add SFF-to-SFF edge: SffName [_value=SFF3] => SffName [_value=SFF2] ConneCt between SFFS
Add SFF-to-SFF edge: SffName [_value=SFF2] => SffName [_value=SFF1] SFF1 ---- SFF2 ---- SFF3
Add SFF-to-SFF edge: SffName [_value=SFF2] == SffName [_value=SFF3]

Add SF-to-SFF edge: SfName [_value=simple_nat_1] => SffName [_value=SFF1] -
Add SF-to-SFF edge: SfName [_wvalue=simple_fw_1] == SffName [_value=SFF1]
Add SF-to-SFF edge: SfName [_value=simple_dpi_1] == SffName [_wvalue=SFF1] Connect between SFF and SFS
Add SF-to-SFF edge: SfName [_value=simple_nat_3] == SffName [_wvalue=SFF3] SFF1 ---- nat 1’ _fW 1' dpi yi

Add SF-to-SFF edge: SfName [_wvalue=simple_fw_3] == SffName [_wvalue=SFF3] - - .
Add SF-to-SFF edge: SfName [_value=simple_dpi_3] => SffName [_value=SFF3] SFF2 ---- nat_zl fW_ZI dp’_z
Add SF-to-SFF edge: SfName [_value=simple_fw_2] => SffName [_value=SFF2] —— H
Add SF-to-SFF edge: SfName [_value=simple dpi_2] => SffName [_value=SFF2] SFF3 nat_3, fw_3, dpi_3
Add SF-to-SFF edge: SfName [_value=simple_nat_2] == SffName [_value=SFF2] .
Setting ServiceFunction SfMame [_value=simple_fw_1] ServiceFunctionType simple_fw_ CPU : 70
Setting ServiceFunction SfName [_value=simple_fw_2] ServiceFunctionType simple_fw_ CPU : 80
Setting ServiceFunction SfName [_value=simple_fw_3] ServiceFunctionType simple_fw_ CPU : 90
Setting ServiceFunction SfName [_value=simple_dpi_1] ServiceFunctionType simple_dpi_ CPU : Set CPU utilization
Setting ServiceFunction SfMame [_value=simple_dpi_2] ServiceFunctionType simple_dpi_ CPU : =

Setting ServiceFunction SfMame [_value=simple_dpi_3] ServiceFunctionType simple_dpi_ CPU : to eaCh SFS

Setting ServiceFunction SfMame [ _value=simple_nat 1] ServiceFunctionType simple_nat_ CPU :
Setting ServiceFunction SfName [_value=simple_nat_2] ServiceFunctionType simple_nat_ CPU :
Setting ServiceFunction SfName [_value=simple_nat_3] ServiceFunctionType simple_nat_
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Test Result: L TH=4

* INPUT: SFC = [FW -> DPI -> NAT]
e RESULT: SFP = [FW1 -> DPI 3 -> NAT 2]

Selected Instance

Candidate Set

Type FW DPI NAT

SF Instance/ |FW1/70% DPI1/90 % NAT 1/90 %

CPU-— FW2/80% |DPI2/80% |NAT2/80%

Utilization
FW3/90% DPI3/70% NAT 3 /85 %

SFF1 SFF2 SFF3

) @ ®
FW 1 DPI 1 NAT 1 FW 2 DPI 2 NAT 2 FW 3 DPI 3 NAT 3
CPU: 70% CPU:90% | | cPu:90% CPU: 80% CPU: 80% | || cPu: 80% CPU: 90% CPU: 70% || cPu: 85%




Test Result: L TH=3

Selected Instance

* INPUT: SFC = [FW -> DPI -> NAT]

Candidate Set
e RESULT: SFP = [FW1 -> DPI 2 -> NAT 2]

Type FW DPI NAT
SF Instance/ |FW1/70% DPI1/90 % NAT 1/90 %
CPU-— FW2/80% |DPI2/80% |NAT2/80%
Utilization
FW3/90% DPI3/70% NAT 3 /85 %
SFF1 SFF2 SFF3
) @ ®

=

FW 1 DPI1 NAT 1 FW 2 DPI 2 NAT 2 FW 3 DPI 3 NAT 3
CPU: 70% CPU: 90% CPU: 90% CPU: 80% CPU: 80% CPU: 80% CPU: 90% CPU: 70% [| CPU: 85%
v STTY



Test Result: L TH=2

Selected Instance

* INPUT: SFC = [FW -> DPI -> NAT]

Candidate Set
e RESULT: SFP = [FW1 -> DPI 2 -> NAT 3]

Type FW DPI NAT
SF Instance/ |FW1/70% I DPI1/90 % NAT 1/90 %
CPU - FW2/80% |DPI2/80% |NAT2/80%
Utilization
FW3/90% |DPI3/70% |NAT3/85%
SFF1 SFF2 SFF3
© @ ®

Zz

=

SITY

FW 1 DPI1 NAT 1 FW 2 DPI 2 NAT 2 FW 3 DPI 3 NAT 3
CPU: 70% CPU: 90% CPU: 90% CPU: 80% CPU: 80% CPU: 80% CPU: 90% CPU: 70% [| CPU: 85%



Future Work

* Differentiated scheduling for VNF/PNF will be
added in the SF scheduler

* Integrated resource monitoring and management
for IFG on heterogeneous resources (virtual and
physical)
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Thank you for your attention!
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