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Software-defined Networking 1. Introduction 

• SDN only leaves simple data plane functions (at which hardware is good) 
to a network device and moves complex and dynamic control plane 
functions into software applications at a separate box, a controller.  

Control Plane 

Data Plane 

Control Channel 
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• Controller (Network operating system) manages the entire  

SDN environment as the control plane 

• Popular open-source controllers  (e.g., ONOS and OpenDaylight) 

Open Source SDN Controller/Switch 2. Background 

Ryu 
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i) Controller plays a role as the traditional operating systems    

    There are also security holes ! 

ii) Anyone can easily develop and distribute SDN applications 

Motivation Example 2. Background 

Attacker Network Admin 

SDN App Store 

(1) 

(3) (2) 

Load Balancer 

(e.g., HP SDN Store [1]) 

[1] HP. Hp sdn dev center: Sdn app store. http://www.hp.com/go/sdndevcenter.   
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• Control Plane :  Application Layer + Control Layer          (A-1 ~ A-10) 

• Control Channel :  Channel between Controller and Switch (B-1 ~ B-2) 

• Data Plane  :  Intrastructure Layer                                    (C-1 ~ C-3) 

Overview of Misuse/Attacks 3. Attack Overview 
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Test Environment 3. Attack Overview 

Name Language Version 

Floodlight JAVA v0.91 

OpenDaylight JAVA helium-sr3 

ONOS JAVA v1.1 

Python Python Active: dart-2
01  4-summer 

Vendor Switch Model Firmware Version 

HP 3500yl K.15.12.0010  

HP 3800 KA.15.13.0005 

Pica8 P-3290 PicOS 2.3 

LIST OF TESTED SDN CONTROLLERS  

LIST OF TESTED SDN SWITCHES 
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• Scenario 

 

 

 

 

 

 

[A-1] Packet-In Floodling 4. Control Plane Attack 

(3)
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• Switch disconnection 

 

 

[A-1] Packet-In Floodling 4. Control Plane Attack 
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• Scenario 

 

 

 

 

 

[A-2-i] Control Message Drop  4. Control Plane Attack 

OpenFlow
Switch

Host A Host C

Controller

Flow

Packet

App 1 App 2 App 3 Firewall

A -> C : Drop

Flow Table

A -> C : Forward
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• Packet-In cut-off  

 

 

[A-2-i] Control Message Drop  4. Control Plane Attack 
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• Scenario 

 

 

 

 

 

 

 

[A-5-i] Flow Rule Modification  4. Control Plane Attack 

OpenFlow
Switch

Host A Host C

Controller

Flow

Packet

App App App App

A -> C : Forward

Flow Table
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• Modification Result 

 

 

 

 

 

 

[A-5-i] Flow Rule Modification  4. Control Plane Attack 
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• Demo 

 

 

 

 

 

 

[A-5-i] Flow Rule Modification  4. Control Plane Attack 
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• Scenario 

[B-2] MITM attack 5. Control Channel Attack 

OpenFlow
Switch

Host A Host C

Controller

Flow

Packet

App App App App

Flow Table

Attacker
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• Scenario 

[B-2] MITM attack 5. Control Channel Attack 
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• Demo 

[B-2] MITM attack 5. Control Channel Attack 
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• Scenario 

 

 

 

 

 

 

 

[C-1-A] Flow Rule Flooding  6. Data Plane Attack 

OpenFlow
Switch

Host A Host C

Controller

App App App App

Flow Rule

(3)
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• Degrading network performance  

[C-1-A] Flow Rule Flooding  6. Data Plane Attack 
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• Demo 

[C-1-A] Flow Rule Flooding  6. Data Plane Attack 
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• Scenario 

 

 

 

 

 

 

 

[C-2-M] Switch Firmware Misuse 6. Data Plane Attack 

Host A Host C

Controller

IP.A -> IP.C: Forward

IP.C -> IP.A: Forward

Hardware Match Table

Flow

Packet

App App App App

OpenFlow
Switch

(3)
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• Degrading network performance  

[C-2-M] Switch Firmware Misuse 6. Data Plane Attack 
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• Demo 

[C-2-M] Switch Firmware Misuse 6. Data Plane Attack 
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• Checking List 

– i) OpenFlow Message 

– ii) System Resource  

– iii) APIs (e.g., SM-ONOS) 

Permission Checking 7. Possible Defense 

OpenFlow
Switch

Host A Host B

Controller

App 1 App 2

Permission Checking Layer

FLOW_MOD = ALLOWED

Permission Allowed

PACKET_OUT

FLOW_MOD_ADD

1

O

sendMgs() O

Permission File

App N

CPU 15 %

MEM 20 MB

OpenFlow

System Resource

APIs

Type

O

1

3

2

2

1

2

3
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• Static/Dynamic Analysis of SDN applications 

– Static manner: 

Control Flow Graph and API call list  

– Dynamic manner: 

Sufficient test inputs (e.g., control messages such as PACKEK_IN) 

 

 Make a decision whether the target application is malicious or n

ot.  

• Need a definition of malicious behavior for each controller 

Static/Dynamic Analysis 7. Possible Defense 
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