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Software-defined Networking 1. Introduction

SDN only leaves simple data plane functions (at which hardware is good)
to a network device and moves complex and dynamic control plane
functions into software applications at a separate box, a controller.
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Open Source SDN Controller/Switch 2. Background

- Project ’
L OPEN FloJodlight

Open Network Operating System

e Controller (Network operating system) manages the entire
SDN environment as the control plane

e Popular open-source controllers (e.g., ONOS and OpenDaylight)
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Motivation Example 2. Background

Load Balancer

(2)

D

72

Network Admin

(e.g., HP SDN Store [1])

i) Controller plays a role as the traditional operating systems
— There are also security holes !

ii) Anyone can easily develop and distribute SDN applications

[1] HP. Hp sdn dev center: Sdn app store. http://www.hp.com/go/sdndevcenter.
36
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Overview of Misuse/Attacks

3. Attack Overview
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[C-3] Control Message Manipulation
Flow Table
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I Infrastructure Layer

e Control Channel
e Data Plane

: Application Layer + Control Layer

(A-1~ A-10)

: Channel between Controller and Switch (B-1 ~ B-2)

. Intrastructure Layer
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Test Environment 3. Attack Overview

LIST OF TESTED SDN CONTROLLERS

Name Language Version
- = — Floodlight JAVA v0.91
| POX, Floodlight, OpenDaylight
. Ly OpenDaylight  JAVA helium-sr3

SDI\/JIant\r\ciller ONOS JAVA vi1.1

Python Python Active: dart-2
01 4-summer

SDN Switch

" HP 3500yl | aN Quwi
‘ Mo 3800 SDN Switch

\ Pica8 P-3290 )

LIST OF TESTED SDN SWITCHES
Vendor Switch Moadel Firmware Version

HP 3500yl K.15.12.0010
HP 3800 KA.15.13.0005
Pica8 P-3290 PicOS 2.3

(5 KB



[A-1] Packet-In Floodling 4. Control Plane Attack

e Scenario
5
= —. > Flow
AS) —» Packet
—
SDN Controller
o titte
. L —> —=> - ,
(== =_~ =
Host A Openklow Host C

Switch




[A-1] Packet-In Floodling 4. Control Plane Attack

e Switch disconnection

..... ._ 3

Disconnecting switch OFSwitchBase due to IO Error: Broken pipe
1sconnected switch OFSwitchBase |

] due to IO Error: Broken pipe .
4] 37/
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[A-2-i] Control Message Drop 4. Control Plane Attack

e Scenario

(2)

A ->C : Forward [1 m ﬁ

App 1l App 2 App 3 Firewall

A ->C: Drop

Controller

(1) T 1(3) — > Flow

OpenFlow
Switch

Flow Table
(8) A->C : Forward




[A-2-i] Control Message Drop

4. Control Plane Attack

e Packet-In cut-off

[TEST APP] Packet-In 10.0.0.2 -> 10.0.0.1

[TEST APP] Packet-In 10.0.0.1 -> 10.6.0.2

[ATTACK] Service Chain Interference : Control Meesage Dropping
[ATTACK] Packet-In 10.0.0.2 -> 10.0.0.1 DROP

-1] MTEST APP] Packet-In 10.0.0.1 -> 10.0.0.2 m

1]

K

[
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[A-5-i] Flow Rule Modification

4. Control Plane Attack

e Scenario

‘ App H App H App H App

‘ Controller
—"> Flow (1)
—p Packet
(3) |
=
penFlow
Switch Host C
Flow Table
(2)
—> A->C : Drop
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[A-5-i] Flow Rule Modification 4. Control Plane Attack

e Modification Result

QOO Floodlight —
(4 [ » ) () # | @ http://localhost:8080/switch
& Live updates
Fl.OOdlid"t Dashboard Topology Switches Hosts
Cookie Priority Match Action
9007199254740992 0 port=17, VLAN=-1, prio=0, src=50:b7:c3:7d:2e:8a, dest=10:bf:97:29:49:84 output 19

9007199254740992 0

QOO Floodlight
(4 | QS #+ | @ http://localhost:8080/ switch/

port=19, VLAN=-1, prio=0, src=10:bf:97:29:49:84, dest=50:b7:c3:7d:2e:8a

Action field
removed

Match

port=17, VLAN=-1, prio=0, src=50:b7:c3:7d:2e:8a, dest=10:bf:97:€9:49:84

port=19, VLAN=-1, prio=0, src=10:bf:97:29:49:84, dest=50:b7:c3:7d:2e:8a Tm
vl
—
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[A-5-i] Flow Rule Modification 4. Control Plane Attack

@& iTerm Shell Edit View Profiles Toolbelt Window Help

@ e W) = 100% @ =8 Sat4:33PM i=

# v | © nssadmin@nssadmin-CR61-2M-CX61-20C-CX61-20D: ~
root@nssadmin-controller:/home/nssadmin/git/app-agent/onos-1.1.0# kar fnssadmin@nssadmin-CR61-2M-(X61-20C-CX61-20D:~$ |
af clean
Welcome to Open Network Operating System (ONOS)!

JESE N/ /SN
LS S AN
NS

Hit '<tab>' for a list of available commands
and '[cmd] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout' to shutdown ONOS




[B-2] MITM attack 5. Control Channel Attack

e Scenario

| Ao || aeo || Ao || Aep |

Controller ‘

(1)A > C : Forward —"> Flow
— —p Packet

(2) A->C : Drop

v

| = OpenFlow
Switch

Flow Table
(3) A-> C: Drop
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[B-2] MITM attack 5. Control Channel Attack

Capturing from Pseudo-device that captures on all interfaces: any [Wireshark 1.8.2]

View Go Capture Analyze Tools Help

o @ & Qe -3 F & BE

ilter: of.pktout && icmp . | Expression... Clear A Save

0. Time Source Destination Protocol Length Info

2033 146.797185000 10.0.0.3 10.0.6.1 OFP+ICMP 276 Packet Out (C
2037 146.805351000 10.0.0.1 10.0.8.3 OFP+ICMP 270 Packet Out (

Internals

Telephony

Statistics

Edit

¥ Output Action(s)
¥ Action
Type Output to switch port (0)
The actual flow rule issued

Cookie Prlurity Hatch
9007199254740992 0 port=15, VLAN=-1, prio=0, src=e8:11:32:4c:42:03, dest=50:b7:c3:7d:2e:8
9007199254740992 0 port=17, VLAN=-1, prio=0, src=50:b7:c3:7d:2e:8a, de Different flow rule installed
n
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[B-2] MITM attack 5. Control Channel Attack

& iTerm Shell Edit View Profiles Toolbelt Window Help ® (3 w) T 100% @3 = Sund49PM =

1. root@nssadmin-GR61-2M-CX61-20C-CX61-20D: /home/nssadmin/workspace/channel-agent (ssh)

ootanssadmin-CRE1-2M- in-GRo1... | rootenssadmin-GRe1-2w:- —
= 5

nin/git/s3 4 v | © root@nssadmin-CR61-2M-CX61-20C-CX61-20D: /home/nssadmin/workspace/channel-agent

root@nssadmln controller:/home/nssadmin/git/s3# karaf clean root@nssadmin-CR61-2M-CX61-20C-CX61-20D: /home/nssadm1n/workspace/chan
Welcome to Open Network Operating System (ONOS)! nel-agent# I

/ \/ \/ 7/ -\ __/
/1SS VAVAY AV ANAN
N Al A

Hit '<tab>' for a list of available commands
and '[cmd] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout' to shutdown ONOS




[C-1-A] Flow Rule Flooding 6. Data Plane Attack

e Scenario

App App App

Controller

—
= ! m:'
Opceiiriuw (8)
Switch

Flow lable
2) FULL | - - P Flow Rule
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[C-1-A] Flow Rule Flooding 6. Data Plane Attack

nss@nss-VPCSA35GK:~$ ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of da

64 bytes from 10. H time=5.31 ms

0

64 bytes from 10.0.0.1: —
0
0

64 bytes from 10. : icmp_req=3 ttl=128 time=1.2
64 bytes from 10. : icmp_req=4 ttl=128 time=1.19

<4

N4

L -vvv--v LA U - U

Flows!(32768 Number of Flow Rules Installed 150x < performance

degradation
Host Console Ol

Cookie Priority Mltc!
R T nss@nss-VPCSA35GK:~$ ping 10.0.0.1
S PING 10.0.0.1 (10.0.0.1) 56(84) bytes of d .
T 64 bytes from 10.0.0.1: icmp_req=1 ttl=128]time=787 ms
gl 64 bytes from 10.0.0.1: icmp_reqg=2 ttl=128 Time=1. S
SEUTIE s 64 bytes from 10.0.0.1: icmp_req=3 ttl=128 time=1.04 ms
Src=1 Aﬂ“




[C-1-A] Flow Rule Flooding

§ iTerm Shell Edit View Profiles Toolbelt Window Help

6. Data Plane Attack

® [ o) F 100% B = Sun3:31PM =

1. root@nssadmin-controller: /home/nss: in/git/app-agent/onos-1.1.0 (ssh)

- fhome/nssadmin/git/app-agent/onos-1.1.0 admin@nssadmin-CR61-2M-CX61-20C-CX61-20D: ~

root@nssadmin-controller:/home/nssadmin/git/app-agent/onos-1.1.0# kar gnssadmin@nssadmin-CR61-2M-CX61-20C-CX61-20D:~$ D
af clean

Welcome to Open Network Operating System (ONOS)!

/NN
/1) IS AN
N A,

Hit '<tab>' for a list of available commands
and '[cmd] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout' to shutdown ONOS



[C-2-M] Switch Firmware Misuse 6. Data Plane Attack

e Scenario
‘ App App ‘ ‘ App

‘ Controller
—> Flow
» Packet (1)| Forged flow rule
4 ,
(3) AN |F
“E= ~ e &
Host A OpenFlow Host C

Switch

2) Software Match Table

. » | MAC.A ->MAC.C: Forward
MAC.C -> MAC.A: Forward




[C-2-M] Switch Firmware Misuse 6. Data Plane Attack

e Degrading network performance

Floodlight Console @)
ver worker #2-1] [ATTACK] Control Message Abuse : Flow Rule Clearance ?f
Clearing a ows on switch OFSwitchBasel[/10.0.0.252:51248 DPID[0O: |
[/16.0.6.252:51248 DPID[60: ||
< Persistent flow table clearance A

ping 10.0.0.1
). 1) 56(84) bytes of data.
: icmp_req= 1 ttl=128 ti
icmp_req=
icmp_req=3
icmp _req=4

‘64 bytes from
64 bytes from




[C-2-M] Switch Firmware Misuse 6. Data Plane Attack

= 100% @3 B8 Sat6:41PM i=

cccccccccc ~ | © nssadmin@nssadmin-CR61-2M-CX61-20C-CX61-20D: ~

tchImpl, writeThrottle=false, description Switch Desc - Vendor: HP Ne fnssadmin@nssadmin-CR61-2M-CX61-20C-CX61-20D:~$ l
tworking Model: BTTF Make: None Version: VER 1.0 S/N: None
06:36:28.480 INFO [n.f.c.OFSwitchBase:New I/0 server worker #2-1] Cle
aring all flows on switch OFSwitchBase [/10.0.0.253:51514 DPID[00:@a:
f0:92:1c:21:5d:80]]

06:36:28.482 WARN [n.f.c.i.C.s.notification:main] Switch 00:0a:f0:92:
1¢:21:5d:80 connected.

06:36:28.919 INFO [n.f.c.i.0FChannelHandler:New I/0 server worker #2-
2] New switch connection from /10.0.0.252:57245

06:36:28.922 INFO [n.f.c.i.0FChannelHandler:New I/0 server worker #2-
2] Switch OFSwitchBase [/10.0.0.252:57245 DPID[00:0a:f0:92:1c:21:3d:c
@]] bound to class class net.floodlightcontroller.core.internal.OFSwi
tchImpl, writeThrottle=false, description Switch Desc - Vendor: HP Ne
tworking Model: BTTF Make: None Version: VER 1.0 S/N: None
06:36:28.923 INFO [n.f.c.OFSwitchBase:New I/0 server worker #2-2] Cle
aring all flows on switch OFSwitchBase [/10.0.0.252:57245 DPID[00:0a:
£0:92:1¢c:21:3d:c0O]]

06:36:28.923 WARN [n.f.c.i.C.s.notification:main] Switch 00:0a:f0:92:
1c:21:3d:c@ connected.

06:36:28.928 INFO [n.f.l.i.LinkDiscoveryManager:New I/0 server worker
#2-1] Inter-switch link detected: Link [src=00:0a:f@:92:1c:21:3d:c0@
outPort=15, dst=00:0a:f0:92:1c:21:5d:80, inPort=15]

06:36:28.928 WARN [n.f.1l.i.L.s.notification:New I/0 server worker #2-
1] Link added: Link [src=00:0a:f0:92:1c:21:3d:c@ outPort=15, dst=00:0
a:f0:92:1¢c:21:5d:80, inPort=15]

06:36:28.930 INFO [n.f.l.i.LinkDiscoveryManager:New I/0 server worker
#2-2] Inter-switch link detected: Link [src=00:0a:f0:92:1c:21:5d:80
outPort=15, dst=00:0a:f0:92:1c:21:3d:c@, inPort=15]

06:36:28.930 WARN [n.f.l.i.L.s.notification:New I/0 server worker #2-
2] Link added: Link [src=00:0a:f0:92:1c:21:5d:80 outPort=15, dst=00:0
a:f0:92:1c:21:3d:c@, inPort=15]
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Permission Checking 7. Possible Defense

e Checking List

— i) OpenFlow Message

— ii) System Resource Permission File
Tt Type Permission Allowed
iii) APIs (e.g., SM-ONOS) /" N A KET OUT S
1 FLOW_MOD_ADD 0
=2 =5 = 2 CPU 15 %
\ — | | 2 MEM 20 MB
App 1 App 2 App N 3 sendMgs() O
|
|
Permission Checking Layer 1 OpenFiow
FLOW_MOD = ALLOWED 2_| System Resource
3 APIs
Controller
v
OpenFlow
Switch
KAIST
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Static/Dynamic Analysis 7. Possible Defense

e Static/Dynamic Analysis of SDN applications

— Static manner:
Control Flow Graph and API call list

— Dynamic manner:
Sufficient test inputs (e.g., control messages such as PACKEK_IN)

- Make a decision whether the target application is malicious or n

ot.

e Need a definition of malicious behavior for each controller







